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1 Introduction

This technical supplement contains step by step instructions on how to copy, delete and password protect digital
certificates.

If you experience difficulties when following these procedures, please contact the Direct Bank at 1-800-975-HSBC
(1-800-975-4722) Option 4, 24 hours a day, 7 days a week.

2 Copying a digital certificate

A digital certificate can be copied and transferred onto another PC. Typically that need might arise if a user also
wishes to work from home or from a second location. The next steps depend on the type of browser being used to
access Business Internet Banking.

2.1 Internet Explorer
To copy a digital certificate from one PC to another, where both PCs have Microsoft Internet Explorer 5.5 or
above (with 128-bit encryption) as their browsers, use the following instructions.

For this process you will need a blank formatted 3'%" floppy disk, and access to the floppy disk drive on both
machines. The process can be carried out without being connected to the internet. There are two distinct stages:

Stage 1 - Exporting the certificate
Stage 2 - Importing the certificate

2.1.1 Stage 1 — Exporting the certificate
These instructions apply to the original PC

1. From Internet Explorer - select “Tools’, then ‘Internet Options’
2. Select the ‘Content’ tab

3. From the ‘Certificates’ section, select ‘Certificates...’

The ‘Certificate Manager’ window will appear

Ensure that the ‘Intended purpose’ dropdown menu (at the top) shows ‘All’
Select the name of the digital certificate that you want to copy

Select ‘Export...’

The ‘Certificate Manager Export Wizard’ will appear. Click ‘“Next’

Ensure that ‘Yes, export the private key’ is selected before clicking ‘Next’

R A

Ensure that ‘Enable strong protection (requires IE 5.0, NT 5.0 or above)’ is selected before clicking ‘Next’

10. Choose a temporary password, which will be needed in Stage 2. Enter this into the boxes before clicking
‘Next’

You will be presented with the ‘Export File Name’ screen
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11. Insert the blank floppy disk

12. At this point do not enter a file name but click on ‘Browse...’

13. From the ‘Save As’ box change the ‘Save in:” menu to your 3%2" floppy disk drive, usually (A:)
14. Now enter HSBC as the file name and then click ‘Save’

You will be returned to the ‘Export File Name’ screen, which now displays a file name

15. Click ‘Next’

16. Select ‘Finish’ then click ‘OK’

17. Click OK in the ‘Private Key Container’ window

18. Click OK in the ‘The Export was completed successfully’ window

19. Close the ‘Certificate Manager’ and then ‘Cancel’ the ‘Internet Options’ window

This completes the first stage of the process. A copy of the password-protected digital certificate is now on
the floppy disk.

2.1.2 Stage 2 — Importing the certificate
These instructions apply to the new PC

1. Insert the floppy disk
2. Double click ‘My Computer’
3. Double click ‘3% Floppy (A:)’

You will see the contents of the disk. There should be a single file with the name ‘HSBC’

4. Right click on the file and then left click ‘Install PFX’

The “Certificate Manager Import Wizard’ will be launched

Click ‘Next’ twice

5

6.  Enter the password you chose in Stage 1

7. Select ‘Enable strong private key protection’ and ‘Mark the private key as exportable’ before clicking ‘Next’
8

Ensure that ‘Automatically select the certificate store based on the type of certificate’ is selected before
clicking ‘Next’

9.  Click ‘Finish’
At this stage a pop-up box may appear entitled ‘Private Key Container’. If this happens select ‘OK’
10. Click ‘OK’ in the ‘The import was successful” window

The import process is now complete. Your digital certificate will now be ready to use on this PC.

We strongly recommend that you now re-format the floppy disk to remove all traces of the digital
certificate from it. If the certificate is no longer required on the original PC, we strongly recommend that
this certificate be deleted.
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2.2

2.2.1

2.2.2

Netscape

To copy a digital certificate from one PC to another, where both PCs have Netscape 4.75 —4.79 (with 128-bit
encryption) as their browsers, use the following instructions.

For this process you will need a blank formatted 3'%" floppy disk, and access to the floppy disk drive on both
machines. The process can be carried out without being connected to the internet. There are two distinct stages:

Stage 1 - Exporting the certificate

Stage 2 - Importing the certificate
Stage 1 — Exporting the certificate
These instructions apply to the orginal PC

1. Insert the blank floppy disk

2. Launch Netscape

3 Select ‘Communicator’, then ‘Tools’, then ‘Security Info’

4.  Select “Yours’ (under ‘Certificates’) from the left-hand menu
5

Select the certificate that you want to copy and then click on ‘Export’

If you have previously chosen to password-protect the certificate database (DB), enter the password now and click
60K9

Choose and enter a temporary password. You will need this in Stage 2

6
7. You will be prompted to re-enter the temporary password, do this before clicking ‘OK”’
8.  Enter a file name and click ‘Save’

9

A pop-up window will appear. Click ‘OK’

This completes the first stage of the process and all windows can now be closed. A copy of the password-
protected digital certificate is now on the floppy disk.

Stage 2 — Importing the certificate
These instructions apply to the new PC

1. Insert the floppy disk

2. Launch Navigator

3 Select ‘Communicator’, then “Tools’, then ‘Security Info’

4.  Select “Yours’ (under ‘Certificates’) from the left-hand menu
5

Select ‘Import a Certificate...’

If you have previously chosen to password-protect the certificate database (DB), enter the password now and click
(OK’

6.  You will be presented with a normal windows screen entitled ‘File Name to Import’. Navigate to the floppy
disk drive (A:)

7. Change the ‘Files of type:” to show ‘All Files (*.*)’
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8. Select the certificate and click ‘Open’
9.  Enter the temporary password you chose in Stage 1 and click ‘OK’
10. Click ‘OK’ to close the pop-up box

The import process is now complete. Your digital certificate will now be ready to use on this PC.

We strongly recommend that you now re-format the floppy disk to remove all traces of the digital
certificate from it. If the certificate is no longer required on the original PC, we strongly recommend that
this certificate be deleted.
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2.3

2.3.1

Internet Explorer to Netscape
To copy a digital certificate from one PC to another, where you want to copy from a PC using Microsoft Internet
Explorer to one using Netscape 4.75 — 4.79 (with 128-bit encryption), use the following instructions.

For this process you will need a blank formatted 3'%" floppy disk, and access to the floppy disk drive on both
machines. The process can be carried out without being connected to the internet. There are two distinct stages:

Stage 1 - Exporting the certificate
Stage 2 - Importing the certificate

Stage 1 — Exporting the certificate
These instructions apply to the original PC

1. From Internet Explorer - select “Tools’, then ‘Internet Options’
2. Select the ‘Content’ tab

3. From the ‘Certificates’ section, select ‘Certificates...’

The ‘Certificate Manager’ window will appear

4.  Ensure that the ‘Intended purpose’ dropdown menu (at the top) shows “All’

5 Select the name of the digital certificate that you want to copy

6.  Select ‘View’ then click the ‘Details’ tab

7. Select ‘Edit Properties’

8. Enter the certificate owner’s name in the ‘Friendly name:’ box and click ‘OK’
9. Click ‘OK’ again

10. Select ‘Export...’

11. Insert the blank floppy disk (if not already inserted)

12. The ‘Certificate Manager Export Wizard” will appear. Select ‘Next’

13. Ensure that ‘Yes, export the private key’ is selected before clicking ‘Next’
14. Ensure that ‘Enable strong protection (requires IE 5.0, NT 5.0 or above)’ is selected before clicking ‘Next’

15. Choose a temporary password, which will be needed in Stage 2. Enter this into the boxes before clicking
‘Next’

You will be presented with the ‘Export File Name’ screen

16. At this point do not enter a file name but click on ‘Browse...’
17. From the ‘Save As’ box change the ‘Save in:” menu to your 3%2" floppy disk drive, usually (A:)

18. Now enter ‘HSBC’ as the file name and then click ‘Save’

You will be returned to the ‘Export File Name’ screen, which now displays a file name

19. Click ‘Next’
20. Select ‘Finish’
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2.3.2

21. Click OK in the ‘Private Key Container’ window
22. Click OK in the ‘The Export was completed successfully’ window
23. Close the ‘Certificate Manager’ and then ‘Cancel’ the ‘Internet Options’ window

This completes the first stage of the process. A copy of the password-protected digital certificate is now on
the floppy disk.

Stage 2 — Importing the certificate
These instructions apply to the new PC

1. Insert the floppy disk

2. Launch Navigator

3 Select ‘Communicator’, then “Tools’, then ‘Security Info’

4.  Select “Yours’ (under ‘Certificates’) from the left-hand menu
5

Select ‘Import a Certificate...’

If you have previously chosen to password-protect the certificate database (DB), enter the password now and click
60K9

6.  You will be presented with a normal windows screen entitled ‘File Name to Import’. Navigate to the floppy
disk drive (A:)

7. Change the ‘Files of type:” to ‘All Files (*.*)’

8. Select the certificate and click on ‘Open’

9.  Enter the temporary password you chose in Stage 1 and click ‘OK’

10. Select ‘OK’ to close the pop-up box

The import process is now complete. Your digital certificate will now be ready to use on this PC.

We strongly recommend that you now re-format the floppy disk to remove all traces of the digital
certificate from it. If the certificate is no longer required on the original PC, we strongly recommend that
this certificate be deleted.
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2.4.1

2.4.2

Netscape to Internet Explorer

To copy a digital certificate from one PC to another, where you want to copy from a PC using Netscape to one
using Microsoft Internet Explorer 5.5 or above (with 128-bit encryption), use the following instructions.

For this process you will need a blank formatted 3'%" floppy disk, and access to the floppy disk drive on both
machines. The process can be carried out without being connected to the internet. There are two distinct stages:

Stage 1 - Exporting the certificate

Stage 2 - Importing the certificate
Stage 1 — Exporting the certificate
These instructions apply to the orginal PC

1. Insert the blank floppy disk

2. Launch Netscape

3 Select ‘Communicator’, then ‘Tools’, then ‘Security Info’

4.  Select “Yours’ (under ‘Certificates’) from the left-hand menu
5

Select the certificate that you want to copy and then click on ‘Export’

If you have previously chosen to password-protect the certificate database (DB), enter the password now and click
60K9

Choose and enter a temporary password. You will need this in Stage 2

6
7. You will be prompted to re-enter the password, do this before selecting ‘OK”’
8.  Enter a file name and click ‘Save’

9

A pop-up window will appear. Select ‘OK’

This completes the first stage of the process and all windows can now be closed. A copy of the password-
protected digital certificate is now on the floppy disk.

Stage 2 — Importing the certificate
These instructions apply to the new PC

1. Insert the floppy disk
2. Double click ‘My Computer’
3. Double click ‘3% Floppy (A:)’

You will see the contents of the disk. There should be a single file with the name ‘HSBC’.

4.  Right click on the file and then left click on ‘Install PFX’

The “Certificate Manager Import Wizard’ will be launched

5. Select ‘Next’ and then ‘Next’ again

6.  Enter the password you chose in Stage 1
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7.  Select the ‘Enable strong private key protection’ and ‘Mark the private key as exportable’ then click ‘Next’

8. Ensure that ‘Automatically select the certificate store based on the type of certificate’ is selected before
clicking ‘Next’

9.  Select ‘Finish’
At this stage a pop-up box may appear entitled ‘Private Key Container’. If this happens select ‘OK’
10. Select ‘OK’

The import process is now complete. Your digital certificate will now be ready to use on this PC.

We strongly recommend that you now re-format the floppy disk to remove all traces of the digital
certificate from it. If the certificate is no longer required on the original PC, we strongly recommend that
this certificate be deleted.
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3.1

3.2

Deleting a digital certificate

A digital certificate should be deleted if it is no longer required on a specific PC. This might arise for example if a
user moves departments or jobs. It is strongly recommended that users remove any certificates from a PC that is to
be disposed of.

Internet Explorer

This is the process for deleting a digital certificate from a PC using Microsoft Internet Explorer.

Deleting a certificate from a PC will not prevent access to Business Internet Banking. A copy of the certificate on a
different PC will still allow access. To stop a user accessing the service the user should be de-registered from
Business Internet Banking.

This process can be carried out either online or offline.

1. From Internet Explorer - select ‘Tools’, then ‘Internet Options’
2. Select the ‘Content’ tab
3. From the ‘Certificates’ section, select ‘Certificates...’

The “Certificate Manager’ window will appear

4.  Ensure that the ‘Intended purpose’ dropdown menu (at the top) shows ‘All’
5. Select the name of the digital certificate that you want to delete

6. Select ‘Remove’
7

Select ‘Yes’ to confirm that you want to delete the certificate

This certificate has now been deleted.

Netscape

This is the process for deleting a digital certificate from a PC using Netscape.

Deleting a certificate from a PC will not prevent access to Business Internet Banking. A copy of the certificate on a
different PC will still allow access. To stop a user accessing the service the user should be de-registered from
Business Internet Banking.

This process can be carried out either online or offline.

1. Select ‘Communicator’, then ‘Tools’, then ‘Security Info’
2. Select ‘Yours’ (under ‘Certificates’) from the left-hand menu.

3. Select the certificate that you want to delete and then click on ‘Delete’
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If you have previously chosen to password-protect the certificate database (DB), enter the password now and click
GOK7

4.  Select ‘OK’ to confirm that the certificate is to be deleted

This certificate has now been deleted.
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4.1

4.2

I.1.

1.2.

1.3.

Password protecting a digital certificate in Internet Explorer 5.5

and above

Introduction

Microsoft® Internet Explorer does not prompt the user to protect their digital certificate using a password. This
section defines the method for password protecting the digital certificate.

In order to increase the security of the Business

Internet Banking service, it is important customers using

Microsoft Internet Explorer (IE) password protect their digital certificate. The following process has been written
for the most common configuration of IE version 5.5.

Users of Netscape Navigator should be prompted to enter a password when downloading their digital certificate,
and therefore, they do not need to follow this procedure.

This procedure must be completed after the digital certificate has been downloaded to your PC as part of the
Business Internet Banking account linking process.

The process consists of 3 stages:

1. Export the certificate into a file on your PC
2. Remove the certificate from your browser
3.

Import the certificate from the file created in stage 1 and set password protection.

Stage 1 — Exporting the certificate

This stage exports the certificate into a file on your desktop. This file is then imported in stage 3.

Within Internet Explorer, click on the 3

o
. | Eie Edt i a1 Tooks  Help
Tools menu, then Internet Options. i 2 8 Ale = 25 9 &
=) BECE Fererd Stop  Refresh Home Search Favortes  History Mail Print Edit Falders
2 -1
! [ General| Secuiy Comert | Connections | Programs | Advanced |
3
. 4 - Conten
Click on the ‘Content’ tab and then e
the ‘Certificates’ button in the center ; T s
: Ml - Intended purpose: R MMUMNNNNONUOONO O
SeCthn Of the screen. ; 55&5;1‘;’52‘.?;;1 ;@txw identify yoursell,  Personal ||Dthev People | Intemediste Certication Authoriies | Trustsd Ao
. . . . . | Cetiicaes | Issued To [ lssued By [ Expiration ... | Fries
ThlS WIH dlsplay a hSt Of Certlﬁcates. o e — [EdBob Sanders hsbe.cominc. 05/09/04  <Nc
[ AutoComplete stores previous entries
. @ wd I
Select the certificate you wish to : S
protect and click the ‘Export’ button. b
E = — Impart... Erports HEmoyE
Z —I Certificate Intended Purpe
This will invoke the ‘Certificate ’
Manager Export Wizard’. g
:
&0 e
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1.4. Within the ‘Certificate Manager
Export Wizard’, click the ‘Next’
button.

1.5. Ensure that the ‘Yes, export the
private key’ option is selected and
click the ‘Next’ button.

1.6. Ensure that the ‘Enable Strong
Protection’ box is ticked and click
the ‘Next’ button.

This will display a screen allowing a
password to be set on the export file.

1.7. Enter a password in both fields and
click the ‘Next’ button. This
password will be required again in
stage 3, step 3.4.

1.8. Enter a name for the export file and
click the ‘Next’ button.
This will display a screen showing

the options selected.

1.9. Click the ‘Finish’ button.

1.10. Click the ‘OK’ button.

This will display a pop-up box
confirming that the certificate has
been exported. Close this box by
clicking the ‘OK’ button.

Certificate Manager Export Wizard ]

Welcome to the Certificate Manager
Export Wizard

Tis wizard will copy certicates, ceriicate tust lists and
cetiicate revocaion lsts from the certicate store to
jour di

What s a certificate?
A cetiicate i a confimaten of your idenily fssued by a
cetification authorty. Cetiicates contain information
used to protect data, o to establsh secure network
connections.

What is a certificate store?

A ceticate store s & system area where certficates,
cetficate hust lists and cerficate revacation ists are

Ciick Newt to conlinue or Cancel o i,

kel Cancel

Certificate Manager Export Wizard

Esport Private Key with Certificate
Incicate if you want to export the pivate key with your catticate.

Piivale keys require protection. If you want to expart the piivate key forthe selected
cetificate, you wil be requited to enter a password an the following page.

Do yout wart o export the vt key with the cerficate?
@ iPes, export the piivate key

€ No. do not export the:pivate key

<Back Cancel

Certificate Manager Export Wizard
y  Centificate Export File
Caiiiates can be expoted in a variety of formats,

Select the format you want to export

1 DER ereod ed binay 1608 CEF)

) B et eroaded 308 (IGER)

i )yt Essee Gyt Sterid erd - PAG 7 et oates (971
I=| oz el certficates it Gerfiation patiif possile:

& Bersonal Infomation Exchange - PRCS H12 (PERE
I Include sl cettficates in the certfication path i posstle.

IV Enable stiong protection [requies IE 5.0, NT 5.0 or above]

[ <Back Cancel

Certificate Manager Export Wizard

Esport File Name:
Enles the name of the il that you want to export

Ele rame:

[oobeart Browse.

<Back Cancel

Private Key Container [x]

Exporting your private exchange key!

Securily level set to Medium

Cancel Detaits

The Exporting certificate stage is now complete and you will be returned to the list of certificates.

Proceed to the Removing the certificate stage.
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4.3 Stage 2 — Removing the certificate

This stage removes the certificate from the browser in preparation for importing it in stage 3.

. . T T e T I = R P
2'1 From the hSt Of Certlﬁcates, Select the |,.,.[.,. S Reeh Home | somen Favnlwslmy | S e | e —
CertlﬁCate exported ln Stage 1 and [ General] Secuiy Content | Connectins | Programs | Advanced | ‘
Clle the ‘remOVe’ button ;‘ R b | the Inermet contert that canbe
Enatie _
S — [<a I
A COHﬁrmatlon bOX Wlll be sl e 1| Qther Pespe | Intermediate Cetfisation Authoriies | Trusted Root Certfication.A_* |
diSplayed, Cll Ck on the LYCS’ button. .:E,.i..m.gm,.age | [lssted To [lssuedE; [ Expiation |de\>Nsme [
e _wo |
i i 1

The Remove certificate stage is now complete and you will be returned to the list of certificates.
Proceed to the Importing the certificate stage.

4.4 Stage 3 — Importing the certificate

This stage imports the certificate exported and removed in the previous stages, setting the security level to high
and password protecting the certificate.

Certificate Manager Import Wizard

3.1 From the list of certificates, click the
‘Import’ button.

Welcome to the Certificate Manager
Import Wizard

elps to copy certiicates, cetiiicate tust ets,
e revocaton lists from your disk tathe

aaaaaa

This will invoke the ‘Certificate
Manager Import Wizard’.

Ac

cel alion s
2 protect data, or o establsh seeure netwark
connetions.

What is a certificate store?
A cetf

cetiicats
stored

3.2 Click on the ‘Next’ button. This will

Click Nest ta continue o Cancel to e,

display a screen to enter the filename sk =
used in the Export the certificate
stage.

3.3 Click the ‘Browse’ button and locate
and open the file exported in stage 1.

3.4 Click on the ‘Next’ button. This will
display a screen for the password (as
set in stage 1, step 1.7) to be entered.

[COMINNT Profie:

Select File to Import
“Yau can specily the fi o be imparted.

nders_b\Desktopbobcert pfx [Biowse. |

Note: More than one cerificate can be stored in a single fle in the folwing formats:

Personal Information Exchange- PKCS #12[PRX)

3 5 Enter the password’ ensure that both Ciyptographic Message Syrkax Standard: PKCS #7 Certicales (p7b)
. . Microsoft Serilized Certiicate Store .sst)
check boxes are ticked and click the
‘Next’ button.

3.6 This will display a screen to select
where the certificate is stored. Select
‘Automatically select the certificate
store based on the type of certificate’
and click the “Next’ button.
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3.7 A screen will be displayed confirming Rifistelke) Containel [x]
the options selected, click the
‘Finish’ button to continue the
import.

Importing a new private exchange kel

3.8 A screen will be displayed showing
the security level of the imported
certificate. Click the ‘Set Security
Level’ button.

Security level set to Medium Set Security Level
IR I Cancel I Details... |

v . .
3.9 Select ‘High’ security and click the T |
(3 9
Chaose a security level appropriate for this item contained
NeXt button. in your Protected Storage.
 High
Request my permission with a password when this
itemis to be used,
" Medium
Request my permission when this tem is to be used
T Low
Automaticaly grant permission to use this item
without notification,
e Next > Caneel
<
3.10 Select ‘Create a new password for Private Kep Container__________E

Choose of create @ password ko protect this item,

this item’ and enter your name in the
‘Password for’ box. Enter a
password in both the ‘Password’ and
‘Confirm’ boxes. This does not have
to be the same as the password used
in step 3.4. This password will be
required every time the certificate is
used (e.g. when entering Business
Internet Banking). Click the ‘Finish’
button to continue with the import.

" Use this password to access lh\s item.

Password for Eob Sanders -

' Crealte a new passwmd for this item.
Password for. Buh Sanders
[example Torr)

Password

Confirm:

3.11 Re-enter the password set in step fiireatalaylContaino! ]
3.10, ensure that the Remember
password box is not selected, and
click the ‘OK’ button.

<Back [ Fmsh | Coeel |

Importing a new private exchange kel

Password for Bab: I:(x)c:(xx—

™ Remember password

Security level set to High Set Security Level...

ok | Cancel | Details... |

A confirmation pop-up will be
displayed, click the ‘OK’ button to
finish the Importing certificate stage.

Click on the ‘Close’ button within the list of certificates and then the ‘OK’ button to close the Internet Options box. This
completes stage 3 of the process, your digital certificate is now password protected and every time you use the certificate
you will be prompted for the password. As you created a file containing details of your certificate in stage 1, step 1.8
we strongly recommend that you now delete this file in the usual manner, ensuring that you also clear it from the
recycle bin.
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